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1.8 0 ZEE

risenet-y9boot—support—-api-access—control BHIINT NEOLZESWIEE], T

ENEBAER
1.1.8B%H
HFMARBENEF imihelkO=HEeS
MANBBEAINEST, BRXESDE, XFAMK P IP RSN, =l
*192.168.1.1
*192.168.1.0/24
*192.168.1.1-100
*192.168.1.%

1.2. 5B

REEERBEANER R RFAEED, MRLGTIETITER, MLRNRER
MAVFRIEE, BRUARWTABEIEKRED

ARBNEERNISEERRRNEERT

1.3.8 0584

EOTRZE, MRISETFFENENANEROFEER, BEFIRNERE

IRARSSImiT BRI R — BRI AT,
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EOZRNH AT LARBNE KBNS, BEEROER, URBhLE—EEREEN
BERRE

FETHRFIREFRIE APl 258, HEREAMIEOIBRNER, 15
KRIEA UTF-8 4REE

ZERITEHMRE:

String stringToSign = appld + path + sortedQueryString + body + timestamp;

String sign = HMAC-SHA256 (app_secret, stringToSign);

12 RAE R R BE R A —ME O 9 5t BR

GET http://localhost:7055/platform/services/rest/v1/organization/get?tenantld
=1M111-111-1111-1111-111111111113&

organizationld=11111111-1111-1111-1111-111111111115

ZHB TR 2EE

app_secret | BIRIERBEAERKA APl 248 | bfyu9pdxmOM2KFfhbIOGOQNTNs17V

Ry appSecret z3yz3v5Jbq
appld PR RAY APl Z2458 | 1732477113216737280
Y appld
path IEKRAEY URL 89889, #&B4& | /platform/services/rest/v1/person/

X, BMBRRIBERSEED | get
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sortedQuery | & key RBFRUAFEL|AEHE | organizationld=1666895850885423

String FEHNE NSRS 104&tenantld=1111111-1111=1111-1111
-1T1111111113
body [FIAR9IESK body, TNRNR

=MA " =TFFERE

timestamp | IEKAVFO AT (E) 1734329686
SHEZ TG

String stringToSign = "1732477113216737280"

+ "/platform/services/rest/v1/person/get"

+ "organizationld=1666895850885423104&tenantld=11111111-1111-1111-1
M-111111M13"

+ "1734329686";

String sign = HMAC-SHA256 ("bfyu9pJxmOM2KfhblIOG9QNTNs17Vz3yz3v5Jbq

", stringToSign);

BIEIBATIER L

TERk ETDUN SE|

x—app—id MR RN | 1732477113216737280

SR appld

x—timestamp | #RAOATEIEY, RIFE | 1734329686
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TBhlE—ERRENE
P

x-signature | EFIRITENES 5B3C73712158048EA34837B7BFA204A
8, +3HERIKE | ACA2E669ADDA94998AGES32E48AD6

=] 85FD

4t
&

REER

GET http://localhost:7055/platform/services/rest/v1/organization/get?organiza
tionld=1666895850843480064&
tenantld=11111111-1111-1111-1T111-111111111113
x—app-id: 1732477113216737280
x—timestamp: 1734329686
x—signature: 5B3C73712158048EA34837B7BFA204AACA2E669ADDAY4998A6E

532E48AD685FD

1.4. 846 H
TREPFERNNEORSIEHGE, R[EIAKSE, HMEELTEREER
1.4.1.Maven pom.xml

VI

<dependency>
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<groupld>net.risesoft</groupld>
<artifactld>risenet—y9boot—support-api—-access—control</artifactld>
<version>[ &k A ]</version>

</dependency>

ANRFE(EA snapshot A, EFRMARECELRETH

<repositories>
<repository>
<id>nexus</id>
<name>local private nexus</name>
<url>https://svn.youshengyun.com:9900/nexus/repository/maven—publi
c/</url>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>nexus</id>
<name>local private nexus</name>
<url>https://svn.youshengyun.com:9900/nexus/repository/maven—public/</

url>
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</pluginRepository>

</pluginRepositories>

1.4.2. )84 application.yml

AEENEEISE

net.risesoft.y9.configuration.feature.apiacl.Y9ApiAccessControlProperties

y9:
feature:
api—access—control:

url—-patterns: '/services/rest/*'

black-list:
enabled: true

white-list:
enabled: true

sign:

enabled: true

1.4.3.40 3858

ZIRHIET Servlet Filter #UTiE, FEEZRIIIELEZENMITR

RIMUARERRE, ORBFEBRER, WMAERSNAELNAHFRE,
EiREKRN., S, sINEd iR ETUEE MR

RS AR 202406 7



	法律声明
	目录
	1.接口安全控制
	1.1.黑名单
	1.2.白名单
	1.3.接口签名
	1.4.组件使用
	1.4.1.Maven pom.xml
	1.4.2.属性文件 application.yml
	1.4.3.处理逻辑



